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This presentation is an overview of the Advanced Control System Tactics, 
Techniques and Procedures (TTPs) developed by the U.S. Cyber Command.  
Control System owners, facility managers, engineering, physical security, 
information assurance and other professionals involved with the design, 
deployment and operation of Control Systems need to learn how to 
detect, contain, eradicate and recover from a cyber-attack specifically 
targeting Control Systems.

Course
Description



Learning
Objectives

1. Learn how to find Control Systems exposed on the internet using Google 

Hacking, Shodan, and WhiteScope discovery tools.

2. Learn how to detect, contain, eradicate and recover from a cyber-attack 
specifically targeting Control Systems.

3. Learn how to build a Recovery Jump-Kit, use it to find and eradicate malware 
using  tools such as MalwareBytes and the Microsoft Internals suite, and 
perform Control Systems forensics data collection.

4. Learn how to evaluate the cyber severity of the event/incident and prepare 
an incident report.

At the end of the this course, participants will be able to:



Overview

• DoD CIO C&A Transformation
• NIST SP 800-53 and SP 800-82, CNSSI 1253
• DHS Cybersecurity Evaluation Tool (CSET)
• DoD RMF KS CS PIT website
• eMASS with CS PIT Step-By Step Manual Method
• DHS Interagency Security Committee Converged Systems
• Acquisition/Procurement
• Cyber Workforce Skills and Credentials, Ranges
• Continuous Monitoring, Alerts and Advisories
• Cybersecuring DoD CS Workshop



OT IP Controllers are in Everything



Shodan Site = Locates CS 

Many CS systems directly connected to internet with no protection, 

Only http



In the Beginning….2010

A great idea rudely interrupted by reality…CIO AMI ATO denial and Stuxnet



OSD Energy, Installations and Environment

OSD role is to provide clear policy and guidance…
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RMF Facilities-Related Cybersecurity Guidance and 
Templates

https://www.serdp-estcp.org/Investigator-Resources/ESTCP-Resources/Demonstration-
Plans/Risk-Management-Framework-RMF-Cybersecurity-Guidance-and-Templates



DoDI 8500.01 and 8510.01 Update



PIT, PIT Systems, PIT Stand-Alone

DoDI 8510.01 “Risk Management Framework for DoD IT”
- Provides clarity regarding what IT should undergo the RMF process and how

AA = Full 6 steps of RMF, A = 4 steps of RMF



DoDI 8500.01 PIT Examples

(b) Examples of platforms that may include PIT are: weapons systems, training 
simulators, diagnostic test and maintenance equipment, calibration equipment, 
equipment used in the research and development of weapons systems, medical 
devices and health information technologies, vehicles and alternative fueled vehicles 
(e.g., electric, bio-fuel, Liquid Natural Gas that contain car-computers), buildings and 
their associated control systems (building automation systems or building 
management systems, energy management system, fire and life safety, physical 
security, elevators, etc.), utility distribution systems (such as electric, water, waste 
water, natural gas and steam), telecommunications systems designed specifically for 
industrial control systems including supervisory control and data acquisition, direct 
digital control, programmable logic controllers, other control devices and advanced 
metering or sub-metering, including associated data transport mechanisms (e.g., 
data links, dedicated networks). 

Installations and Environment worked with CIO to expand definition of PIT systems, 
then added to NIST SP 800-82R2 – 3 years in the making 



DoD FRCS Systems and the Joint Information 
Environment (JIE)
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CS Monitoring and Network Attack Points

Host Based Security 
Systems Scanning 
(Active)
Windows, Linux
HTTP, TCP, UDP

Intrusion Detection 
Systems (Passive)
PLC, RTU, Sensor
Modbus, LonTalk, 
BACNet, DNP 3

Client Side Attacks

Server Side Attacks

Network Attacks

Hardware Attacks



PIT Control System Cyber Lifecycle



NIST SP 800-82 Rev 2 May 2015

This document provides guidance for establishing secure industrial control systems 
(ICS). These ICS, which include supervisory control and data acquisition (SCADA) 
systems, distributed control systems (DCS), and other control system 
configurations such as skid-mounted Programmable Logic Controllers (PLC) are 
often found in the industrial control sectors. 

This document provides an overview of these ICS and typical system topologies, 
identifies typical threats and vulnerabilities to these systems, and provides 
recommended security countermeasures to mitigate the associated risks. 

800-82 Rev 2 - Appendix G ICS Overlay uses the 800-53 security controls and adds 
Supplemental Guidance:

“Instead of Screen Lock after 15 minutes of inactivity, use 2 person control”

A special acknowledgement to Lisa Kaiser, Department of Homeland Security, the Department of 
Homeland Security Industrial Control System Joint Working Group (ICSJWG), and Office of the Deputy 
Undersecretary of Defense for Installations and Environment, Business Enterprise Integration 
Directorate staff, Daryl Haegley and Michael Chipley, for their exceptional contributions to this 
publication. 



Standards - NIST SP 800-82R2 2015

2.5 Other Types of Control Systems 

Although this guide provides guidance for securing ICS, other types of control systems share 
similar characteristics and many of the recommendations from this guide are applicable and 
could be used as a reference to protect such systems against cybersecurity threats. For example, 
although many building, transportation, medical, security and logistics systems use different 
protocols, ports and services and are configured and operate in different modes than ICS, they 
share similar characteristics to traditional ICS [18]. Examples of some of these systems and 
protocols include: 

Other Types of Control Systems 
• Advanced Metering Infrastructure 
• Building Automation System 
• Building Management Control System 
• CCTV Surveillance System 
• CO2 Monitoring 
• Digital Signage Systems
• etc

Protocols/Ports and Services 
• Modbus: Master/Slave - Port 502 
• BACnet: Master/Slave - Port 47808 
• LonWorks/LonTalk: Peer to Peer - Port 1628/29
• DNP3: Master/Slave - Port 20000 
• IEEE 802.x - Peer to Peer 
• Zigbee - Peer to Peer 
• Bluetooth – Master/Slave 

http://csrc.nist.gov/

http://csrc.nist.gov/


NIST SP 800-82R2 Key Security Controls

Inventory
• CM-8 Information System Component Inventory
• PM-5 Information System Inventory
• PL-7 Security Concept of Operations
• PL-8 Information Security Architecture
• SC-41 Port and I/O Device Access
• PM-5  Information System Inventory

Central Monitoring
• AU-6 Audit Review, Analysis, and Reporting
• CA -7 Continuous Monitoring
• IR-5 Incident Monitoring
• IR-6 Incident Reporting
• PE-6 Monitoring Physical Access
• PM-14 Testing, Training and Monitoring
• RA-5 Vulnerability Scanning
• SC-7 Boundary Protection
• SI-4 Information System Monitoring
• SI-5 Security Alerts, Advisories, and Directives

Test and Development Environment
• CA-8  Penetration Testing
• CM-4 Security Impact Analysis
• CP-3  Contingency Training
• CP-4  Contingency Plan Testing and Exercises
• PM-14 Testing, Training and Monitoring

Critical Infrastructure
• CP-2 Contingency Plan
• CP-6 Alternate Storage Site
• CP-7 Alternate Processing Site
• CP-10 Information System Recovery and 

Reconstitution
• PE-3  Physical Access Control
• PE-10 Emergency Shutoff
• PE-11 Emergency Power
• PE-12 Emergency Lighting
• PE-13 Fire Protection
• PE-14 Temperature and Humidity Controls
• PE-17 Alternate Work Site
• PM-8 Critical Infrastructure Plan

Acquisition and Contracts
• AU-6 Audit Review, Analysis, and Reporting
• CA -7 Continuous Monitoring
• SA-4 Acquisitions
• PM-3 Information System Resources
• PM-14 Testing, Training and Monitoring

Inbound Protection, 
Outbound Detection



DHS Cyber Security Evaluation Tool (CSET) for CS Self-
Assessments

CSET has DoD, CNSS, NIST and DHS documents and processes

DoD Directing Standardized Assessments via CSET



CSET Diagram Tool Enhancements

Additional Components, Building Control System template…more to come!



GrassMarlin Passive Network Discovery Tool

Working with other products to get Visio import templates, CSET Plug-in 



Procurement Challenges

Initially likely to pay a premium, then becomes industry standard

LEED is a good corollary, took a few years….but now a green is gold



DoD 8140 – Cyberspace Workforce

Unifies the overall cyberspace 
workforce and establishes specific 
workforce elements (cyberspace 
effects, cybersecurity, and cyberspace 
information technology (IT)) to align, 
manage and standardize cyberspace 
work roles, baseline qualifications, and 
training requirements. 

DoDM 8570 changed to DoDD 8140 Cyberspace Workforce Management – AO’s will 
need “Specialized Skills and Knowledge”



Workforce Cyber Skills – NIST NICE

Collect and Analyze Data Capture 
cybersecurity workforce and training 
data to understand capabilities and 
needs.
Recruit and Retain Incentivize the 
hiring and retention of highly skilled 
and adaptive professionals needed for a 
secure digital nation.
Educate, Train, and Develop Expand the 
pipeline for and deliberately develop an 
unrivaled cybersecurity workforce.
Engage Educate and energize all 
cybersecurity workforces and the 
American public to strengthen the 
nation’s front lines of cybersecurity. 



Workforce Cyber Skills – CS PIT

Securely Provision
• Information Assurance 

(IA) Compliance
• Software Assurance 

and Security 
Engineering

• Systems Security 
Architecture

• Technology Research 
and Development

• Systems Requirements 
Planning

• Test and Evaluation
• Systems Development 

Operate and Maintain
• Data Administration
• Knowledge 

Management
• Customer Service and 

Technical Support
• Network Services
• System Administration
• Systems Security 

Analysis

Protect and Defend
• Computer Network Defense (CND) Analysis
• Incident Response 
• Computer Network Defense (CND) Infrastructure Support
• Vulnerability Assessment and Management



UFC Facilities-Related Cybersecurity
Released Sep 2016

http://www.wbdg.org/ffc/dod/unified-facilities-criteria-ufc/ufc-4-010-06

Any organization can use the UFC for their CS



Information Assurance Guideline For Facility-Related CS

Any organization can use for their CS

https://www.serdp-estcp.org/Investigator-Resources/ESTCP Resources/Demonstration-
Plans/Cybersecurity-Guidelines

The IA Guideline has several key sections that establish new 

RMF contractual and deliverable requirements:

 Hybrid/Converged CS

 Project Roles and Responsibilities

 Requirements For Subject Matter Experts 

 Test And Development Environment and Tools

 Required Submittals

 Applicable ESTCP CS Templates (FAT & SAT, PenTest)

 Typical Sequence Of CS Design And Construction Activities

https://www.serdp-estcp.org/Investigator-Resources/ESTCP


Information Assurance Guideline For Facility-Related CS –
Subject Matter Experts

Control Systems Cybersecurity Specialist: The Control Systems Cybersecurity 

specialist shall have a minimum of five years’ experience in control system network 

and security design and shall maintain current certification as a Global Industrial 

Cyber Security Professional (GISCP) or Certified Information Systems Security 

Professional (CISSP). 

Information and Communication Technology Specialist: The Information and 

Communication Technology specialist shall have a minimum of five years’ experience 

in control system network and security design and shall maintain current 

certification as a Registered Communications Distribution Designer (RCDD®). 

System Integration Specialist: The System Integration specialist shall have a 

minimum of five years’ experience in control system network and shall maintain 

current certification as a Certified System Integrator (CSI) for the products they are 

integrating and/or be Control System Integrators Association (CISA) Certified. 



Information Assurance Guideline For Facility-Related CS 
– Test And Development Environment

For new or major modernization projects, the Systems Integrator will establish a Test 

and Development Environment (TDE) that replicates the Production Environment to 

the highest degree possible starting with the Level 4 Workstations, Servers, software 

and with at least one of each of the Level 3-0 major components, devices, and 

actuators. At approximately the 50-75% construction complete, the TDE will be used to 

perform Factory Acceptance Testing (FAT) of the project to ensure the project has end-to-

end functionality, has been properly configured using the Security Content Automation 

Protocol (SCAP) tool and the Security Technical Implementation Guides (STIGS), all 

patches (OS and CS) are installed and properly configured, and begin creating the 

artifacts for the draft System Security Plan.

At approximately 95-100% construction complete, the TDE will be used to conduct Site 

Acceptance Testing of the complete CS, and if required, Penetration testing. The SAT 

artifacts will be included in the final System Security Plan, FMC and Jump-Kit (if 

required).



Information Assurance Guideline For Facility-Related 
CS – TTP Requirements

TTP Jump-Kit Rescue CD/DVD



ACT TTP for DoD ICS

The scope of the ACI TTP includes all DoD ICS. DoD ICS, 
which include supervisory control and data acquisition 
(SCADA) systems, distributed control systems (DCS), and 
other control system configurations, such as skid-mounted 
programmable logic controllers (PLC) are typical 
configurations found throughout the DoD. ICS are often 
used in the DoD to manage sectors of critical 
infrastructure such as electricity, water, wastewater, oil 
and natural gas, and transportation.

Any organization can use the TTP’s for any IT and/or OT

http://www.wbdg.org/files/pdfs/jbasics_aci_ttp_2016.pdf



3. How To Use These TTP

This ACI TTP is divided into essentially four sections: 
• ACI TTP Concepts (chapters 2 through 4) 
• Threat-Response Procedures (Detection, Mitigation, Recovery) (enclosures A, B, and C) 
• Routine Monitoring of the Network and Baselining the Network (enclosures D and E) 
• Reference Materials (enclosures F through I and appendix A through D) 

Server/Workstation Anomalies
A.2. Event Diagnostic Procedures
A.2.2 Server/Workstation: Log File Check: Unusual Account Usage/Activity
A.2.3 Server/Workstation: Irregular Process Found
A.2.4 Server/Workstation: Suspicious Software/Configurations
A.2.5 Server/Workstation: Irregular Audit Log Entry (Or Missing Audit Log)
A.2.6 Server/Workstation: Unusual System Behavior
A.2.7 Server/Workstation: Asset Is Scanning Other Network Assets
A.2.8 Server/Workstation: Unexpected Behavior: HMI, OPC, and Control Server



Threat-Response Procedures

b. Threat-Response Procedures (Detection, Mitigation, and Recovery). 

Detection Procedures (enclosure A) are designed to enable ICS and IT personnel to 
identify malicious network activity using official notifications or anomalous 
symptoms (not attributed to hardware or software malfunctions). While the TTP 
prescribes certain functional areas in terms of ICS or IT, in general each section is 
designed for execution by the individuals responsible for the operations of the 
equipment, regardless of formal designations. Successful Detection of cyber 
anomalies is best achieved when IT and ICS managers remain in close coordination. 
The Integrity Checks Table (enclosure A, section A.3, table A.3.1) lists the procedures 
to use when identifying malicious cyber activity. 



Baselining and Routine Monitoring

Before the ACI TTP are adopted, ICS and IT managers should establish what a FMC 
network is as it pertains to their specific installations and missions. The ACI TTP 
defines FMC as a functional recovery point for both the ICS and the SCADA. Once 
this is defined, ICS and IT managers should capture the FMC condition of their 
network entry points (e.g., firewalls, routers, remote access terminals, wireless access 
points, etc.), network topology, network data flow, and machine/device 
configurations, then store these in a secure location. This information should be kept 
under configuration management and updated every time changes are made to the 
network. This information forms the FMC baseline. The FMC baseline is used to 
determine normal operational conditions versus anomalous conditions of the ICS. 

FMC = Fully Mission Capable



Detection, Mitigation, Recovery Overview

Navigating Detection, Mitigation, and 
Recovery Procedures

Detection, Mitigation, and Recovery 
Procedures are contained within 
enclosures A through C. While 
Detection Procedures lead to 
Mitigation Procedures, and Mitigation 
Procedures lead to Recovery 
Procedures, each enclosure can also 
be executed as a stand-alone resource 
as well as be incorporated into local 
procedures. The following is an 
overview for navigating the Detection, 
Mitigation, and Recovery portions of 
the TTP.



DETECTION PROCEDURES SERVER EXAMPLE



DETECTION PROCEDURES SERVER EXAMPLE



DETECTION PROCEDURES SERVER EXAMPLE



DETECTION PROCEDURES SERVER EXAMPLE 
SYSINTERNALS



DETECTION PROCEDURES SERVER EXAMPLE GLASSWIRE



Chapter 3 – Mitigation Concepts

Cyber Incident Analysis - It is important to note that Mitigation actions can very easily 
destroy information or forensic evidence that could be useful in follow-on technical 
analysis of an incident. As such, it may become necessary to conduct Mitigation 
Procedures without performing technical analysis to keep the system operational. 

Cyber Incident Response - Organizations must be prepared in advance for any Mitigation. 
Decisions made in haste while responding to a critical incident could lead to further 
unintended consequences. Therefore, Mitigation Procedures, tools, defined interfaces, 
and communications channels and mechanisms should be in place and previously 
tested. 

Mitigation Course of Action (COA) -Develop a plan that lists the specific Mitigation steps 
to take and which identifies the personnel by job description that should take those 
steps. In this way, when an incident does occur, appropriate personnel will know how to 
respond. Escalation procedures and criteria must also be in place to ensure effective 
management engagement during Mitigation actions. Organizations must define 
acceptable risks for incident containment and develop strategies and procedures 
accordingly. This should be conducted during annual risk management activities. 



Chapter 4 – Recovery Concepts

a. The Recovery phase begins once the system under attack has been stabilized and 
infected equipment has been isolated from the network. Recovery of the systems will 
require the use of the resources located in the Jump-Kit, the IT and CS system 
schematics, and the wiring and logic diagrams, and may require vendor assistance. 
Successful Recovery of the CS system after the cyber incident will depend upon the 
technical knowledge and skills of the CS and IT operators and will require a high level of 
communication and consultation between these team members and with the ISSM. 

b. Because of the wide variance in ICS/SCADA system design and applications, these 
Recovery Procedures are not specific to a particular make or model of equipment but 
are general in terms of application. 



RECOVERY PROCEDURES SERVER EXAMPLE 



ENCLOSURE D: MONITORING PROCEDURES



ENCLOSURE D: MONITORING PROCEDURES
WINDOWS LOGS AND DISK MANAGER



ENCLOSURE G: DATA COLLECTION FOR FORENSICS

G.1. Data Collection for Forensics Introduction

a. Description. Data collection for forensics involves the acquisition of volatile and 
nonvolatile data from a host, a network device, and ICS field controllers. Memory 
acquisition involves copying the contents for volatile memory to transportable, non-
volatile storage. Data acquisition is copying non-volatile data stored on any form of media 
to transportable, non-volatile storage. A digital investigator seeks to preserve the state of 
the digital environment in a manner that allows the investigator to reach reliable 
inferences through analysis. (Ligh, 2014)

G.2. Documentation of Data Collection

a. It is important to document environmental observations of what the device is doing, 
its symptoms and anomalies, and if the device is currently running or shut down. It is also 
important to note who has had access to the device and what the person did—if any 
actions were taken. Also include documents for each step that is taken while acquiring 
data for forensics.

ENCLOSURE G: FORENSICS



OS Forensics Recent Activity

ENCLOSURE G: FORENSICS



Reporting Incidents to CERT

https://www.us-cert.gov/NCCIC-Cyber-Incident-Scoring-System



Reporting Incidents to CERT

Follow the steps below to send an 
incident notification to US-CERT:
1. Identify functional impact (see 
Impact Classification table) *required 
2. Identify information impact (see 
Impact Classification table) *required 
3. Identify impact to recoverability (see 
Impact Classification table) *required 
4. Identify threat vector (see Cause 
Analysis flowchart), if possible
5. Provide any mitigation details, if 
possible
6. Provide contact information and any 
available incident details *required 

https://www.us-cert.gov/incident-notification-guidelines#Impact Classifications
https://www.us-cert.gov/incident-notification-guidelines#Impact Classifications
https://www.us-cert.gov/incident-notification-guidelines#Impact Classifications
https://www.us-cert.gov/incident-notification-guidelines#Cause Analysis


WBDG Cybersecurity Resource Page

http://www.wbdg.org/resources/cybersecurity.php
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