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BACnet systems are shockingly vulnerable. Are yours secure? Ever 

thought about what an intruder could access if they unplugged a 

smart device and connected to the network with a laptop? Only six 

million commercial buildings in the US are believed to be unsecure. 

They have exposed building controllers, security cameras and 

access control systems that an entry level hacker could hack. This 

presentation covers common vulnerabilities in BACnet systems and 

provides common sense approaches to ensure your Building 

Automation System deployments don’t leave a building open to 

attack.

Course
Description



Learning
Objectives

1. Understand real-world cybersecurity threats in the Building Internet of Things (B-

IoT) and how these threats could be manipulated to create a terror related health, 

safety, welfare crisis at the facility level.

2. Learn about the essentials of asset protection and how to evaluate and ameliorate 

threats to structural, health, safety, welfare systems from within a facility and by 

outside attacks.

3. Discuss the three key principles to securing building networks.

4. Identify what can be done to secure the B-IoT, and basic actions that can be taken 

today such as testing the vulnerabilities of essential structural, health, safety, welfare 

systems, databases containing proprietary and/or classified information that could 

place internal and external personnel and the public at large at risk if breached.

At the end of the this course, participants will be able to:



Agenda

• Why cybersecurity matters

• “Demo”

• Basics of cybersecurity

• Secure building networks

• Conclusion



Why cybersecurity matters



“Cyber Crime Costs 
Projected To Reach 
$2 Trillion by 2019”
– Forbes, January 17, 2016

http://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#6253ee2e3bb0





“take down a power plant by physically destroying a 

generator with just 21 lines of code” – Wired.com

“Stuxnet reportedly ruined almost one-fifth of Iran's nuclear 

centrifuges.” – Wikipedia

“IBM's X-Force team hacks into smart building” – CSO Online





Types of hackers

• Script kiddies

• Hacktivist

• Cyber criminals

• National states / sponsored



Demo



Typical building automation systems



~1500 exposed BACnet systems 

in one search in the USA



No login



Remote control of building 

automation devices



No one would 

know



Basics of cybersecurity



Assets

Process

People

Technology

Assets

Integrity



Resources



Secure building networks



Protecting B-IoT by securing the network

Why the network? Because…

• Common to all systems

• Everything* goes through it

• Scalable

• IoT communications is predictable



3 Key Principles to Secure Building Networks

1) Isolation

• Dedicated networks

• VLAN

• VRF

• Firewall

• …

2) Observability

• Reports

• Logs

• Notifications

• Monitoring

• …

3) Controllability

• Port control

• Port security

• ACL

• …



Take action today

1) Isolate your Building Systems from IT
• Dedicated Building Network

• Separate VLAN for each service and vendor

2) Observe what is happening
• Ask for regular reports of # of connected devices and # of 

disconnected ports

• Review network management log files for user login

3) Control the flow of information
• Disable unused ports

• Set MAC filtering/security rules



Conclusion

• Cybersecurity is serious and needs to be addressed

• Protect the network, protect the system

• Start today

• Q&A
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